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About the Role

Key Responsibilities

Design and maintain secure, scalable CI/CD pipelines across cloud, application, data, and AI platforms.
Embed security controls throughout development, testing, deployment, and production operations.
Integrate code quality, vulnerability scanning, and compliance checks into automated delivery pipelines.
Implement Infrastructure as Code solutions for consistent, repeatable, and auditable environments.
Build and support containerized deployments using Kubernetes and cloud-native technologies.
Enable secure cloud architectures across compute, networking, identity, monitoring, and storage services.
Drive vulnerability management through identification, prioritization, remediation, and continuous risk reduction.
Implement observability, monitoring, logging, and alerting across applications, infrastructure, and security domains.
Establish secure release management practices, deployment governance, and operational resilience standards.
Mentor engineering teams on DevSecOps, cloud security, automation, and secure software delivery practices.

Essential Requirements

Bachelor's or Master's degree in Computer Science, Information Technology, Engineering, Cybersecurity, or a related
field.
8+ years of experience in DevSecOps, Cloud Engineering, Platform Engineering, Site Reliability Engineering, or
Application Security.
Strong experience designing and managing enterprise-scale Continuous Integration and Continuous Delivery
pipelines.
Hands-on expertise implementing security controls including code analysis, dependency scanning, container security,
and compliance validation.
Deep knowledge of cloud platforms, Infrastructure as Code, containerization, Kubernetes, and deployment automation.
Strong scripting, automation, problem-solving, and stakeholder communication skills in complex enterprise
environments.

Commitment to Diversity and Inclusion:

Novartis is committed to building an outstanding, inclusive work environment and diverse teams' representative of the
patients and communities we serve.

Accessibility and accommodation

Novartis is committed to working with and providing reasonable accommodation to individuals with disabilities. If, because of
a medical condition or disability, you need a reasonable accommodation for any part of the recruitment process, or in order
to perform the essential functions of a position, please send an e-mail to diversityandincl.india@novartis.com and let us
know the nature of your request and your contact information. Please include the job requisition number in your message.
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Information Technology
Location
LOC_IN
Site
Hyderabad (Office)
Company / Legal Entity
IN10 (FCRS = IN010) Novartis Healthcare Private Limited
Functional Area
FCT_DD
Job Type
Full time
Employment Type
Regular
Shift Work
No
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